
 
 

 Security Guidance While Telecommuting  
 

Overview 

COVID-19 means many employees are working remotely. 

KCIT has guidance below on important security to be aware of 

when working remotely as well as what to do when you need 

support. 

Security Guidance 

 Start by watching this video: Create a Cyber Secure Home. 

 If possible, use King County laptops, which include County security protections. 

 Do not use “open” and unprotected Wi-Fi access points or networks that don’t require a 

passphrase to connect (referred to as a pre-shared key). To securely set up a home Wi-

Fi access point, visit the manufacturer’s website for help. Below are links to some 

common manufacturers: 

 

o Netgear 

o Linksys 

o TP-Link 

o D-Link 

o Ubiquiti 

o Cisco 

 

 Use the King County AnyConnect VPN when working with sensitive or regulated 

data if possible, particularly when using untrusted or public Wi-Fi. Unsure? Check 

with your supervisor. 

 If using public or untrusted Wi-Fi, another good practice while using web 
browsers is to always use “https” if possible. Look for the "s" in “https” at the 
beginning of a URL or web address. Also, look for the small padlock symbol that 
website browsers use to indicate that a secure connection is in place.  
 
 
 
 
 
 
 
 

 If you see a certificate error, do not bypass it, as it is usually an indication of 
problems or risky websites. 
 

https://cc.sans.org/api/previews/launch/cc2cb028-089a-452e-8723-84d19591f074
https://www.netgear.com/support/
https://www.netgear.com/support/
https://www.linksys.com/us/support/
https://www.linksys.com/us/support/
https://www.tp-link.com/us/support/
https://support.dlink.com/
https://help.ubnt.com/hc/en-us
https://www.cisco.com/c/en/us/support/wireless/index.html


 
 

Example of a certificate error: 

 
 Use good home office security practices. For example: 

 

o Family members and friends should not be given 

access to King County technology or be able to access, 

view or overhear sensitive or regulated data. 

o Employees should lock or log out of their laptop when 

stepping away from the device. 

o Report security incidents. This lets the County address 

the issue quickly. Please do not hesitate to report 

anything suspicious. 

 

 Home equipment such as Wi-Fi access points should be updated to the latest 

firmware/software versions and default passwords provided out of the box by the 

manufacturer should be changed. 

 Home software such as web browsers should be updated to the latest versions. 

 King County telecommuting policies should be known and followed. 

 

Additional Online Resources 

 Home Office Security 

 Phone Call Attacks & Scams 

 Personalized Scams 

 Securing Today’s Online Kids 

 

Technical Support for Telecommuters during COVID-19 Response 

Employees who need technical assistance equipment should contact the KCIT helpdesk at 
https://helpdesk.kingcounty.gov/ to live chat with an agent or submit a ticket, or call 206-263-4357 
(3-HELP). 

https://www.cisecurity.org/white-papers/cis-controls-telework-and-small-office-network-security-guide/
https://gcc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sans.org%2Fsecurity-awareness-training%2Fresources%2Fphone-call-attacks-scams&data=02%7C01%7Cmkaser%40kingcounty.gov%7Caab699806a2548bb574608d7ca87904a%7Cbae5059a76f049d7999672dfe95d69c7%7C0%7C0%7C637200555892226006&sdata=zV4J%2BoL6iOCOFqZJFKyUbFbCAh3foOdUg1e7Wg0d10o%3D&reserved=0
https://gcc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sans.org%2Fsecurity-awareness-training%2Fresources%2Fpersonalized-scams&data=02%7C01%7Cmkaser%40kingcounty.gov%7Caab699806a2548bb574608d7ca87904a%7Cbae5059a76f049d7999672dfe95d69c7%7C0%7C0%7C637200555892230988&sdata=AFKPfgi6%2B1Ox6OTsrTgQxTJOlcvXoX%2FZvR7E%2FSSVQHc%3D&reserved=0
https://gcc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sans.org%2Fsecurity-awareness-training%2Fouch-newsletter%2F2017%2Fsecuring-todays-online-kids&data=02%7C01%7Cmkaser%40kingcounty.gov%7Caab699806a2548bb574608d7ca87904a%7Cbae5059a76f049d7999672dfe95d69c7%7C0%7C0%7C637200555892230988&sdata=j1fEvD8k%2F9LgSgX21FPY8LMqzL41JcjuGIWSQ01yksI%3D&reserved=0
https://lnks.gd/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDAsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMDAzMTYuMTg4MjA4NjEiLCJ1cmwiOiJodHRwczovL2hlbHBkZXNrLmtpbmdjb3VudHkuZ292LyJ9.SCVQUb5wTd54rEjxk-3FYKFwOgQ1Zm8VatB7LT4hk7M/br/76179638616-l

